






5. The Commission has suggested that consumers place a credit freeze with the three major
credit bureaus. 6 Does the Commission consider a timestamp to be a sufficiently strong
PIN for unfreezing a consumer's account?

a. Has the Commission issued guidance to credit reporting agencies on adequate
security and data protection measures associated with credit freezes?

b. Should this guidance be updated in light of security concerns with the site Equifax
maintains to process credit monitoring and freeze requests?

6. Should Congress limit the ability of credit reporting agencies to sell data outside specific
contexts, such as credit, banking, and employment inquiries?

7. Does the Commission hold lapses in data security practices in response to a breach to a
higher standard than data security practices related to the breach itself?

8. Do adequate incentives to use reasonable data security practices, or penalties to deter
unreasonable data security practices, exist to counter-balance the_profit incentives to
collect, centralize, and maintain large quantities of highly sensitive personal information
of American consumers?

The American people deserve to know that their government is serious about learning from and 
responding to this truly concerning incident, and that it is taking all appropriate steps to help 
ensure it cannot happen again. Your response will be critical to this process, and I look forward 
to receiving that within the next two weeks. If you should have any questions or concerns, please 
contact office. 

As always, I appreciate your service in this important role. Thank you for your timely 
consideration of this matter. 

Sincerely, 

MARK R. WARNER 
United States Senator 

6 Federal Trade Commission, "The Equifax Data Breach: What to Do," (Sept. 8, 2017), available at:

https:/'www.consumer.ftc.gov/blog '2017 /09 1equifax-data-breach-what-do. 


